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Introduction ® Eskom
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« Eskom is a South African electricity public utility.

« The company is divided into Generation, Transmission and Distribution divisions, and together Eskom generates approximately 95% of
electricity used in South Africa, amounting to ~45% used in Africa.

» Approximately 700 000 G3-PLC devices installed (~ 500 000 basic prepayment meters and ~200 000 smart prepayment meters)

SOURCE: https://en.wikipedia.org/wiki/Eskom, https://www.eskom.co.za/about-eskom/company-information/
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Adoption of G3-PLC within Eskom ® Eskom

G3-PLC part of technical specifications for
Eskom Smart Prepayment Project in 2016
for rolling out ~36 000 meters

G3-PLC included in Eskom “Basic
Prepayment Meter Standard”
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Standardization/Adoption mainly driven by:

» Robustness of G3-PLC in comparison to G1-PLC (PLAN) deployed in earlier years!

« Healthy eco-system of both smart and basic prepayment metering products from
manufacturers in Africa, Asia and Europe.




Basic and smart prepayment meter installations ® Eskom
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Split meter architecture standardization

ClIU needs to be paired to unique meter, and vice versa
After outage, customer needs immediate access to prepayment data via CIU

(What is the most efficient architecture to rebuild G3-PLC connectivity between CIU and meter?)
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Laboratory capabilities
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Laboratory capabilities ® Eskom

.. 661.4 BROADCAST nBox G3_FCC 0x926a 1 Bytes BCN REQ
07205 COORDINATOR nBox G3_FCC oxef52 6 Bytes BCN PAN_C
.. 677.8 ' nBox G3_FCC+ DATA ©x50b1 42 Bytes LBP CHALLENGE EAPReqg(mes1)
- 677.9 nBox G3_FCC+ DATA 0x3437 82 Bytes LBP JOINING EAPRes(mes2)
.. 697.8 nBox G3_FCC+ DATA ©xfe92 42 Bytes LBP CHALLENGE EAPReqg(mes1)
.. 698.0 nBox G3_FCC+ DATA Oxfe92 42 Bytes LBP CHALLENGE EAPReq(mes1)
.. 718.0 nBox G3_FCC+ DATA Oxcbb7 42 Bytes LBP CHALLENGE EAPReq(mes1)
= 71852 nBox G3_FCC+ DATA Oxcbb7 42 Bytes LBP CHALLENGE EAPReq(mes1)
. 738.2 nBox G3_FCC+ DATA 0x94d8 42 Bytes LBP CHALLENGE EAPReq(mes1)
..793.4 nBox G3_FCC+ DATA 0x853a 12 Bytes LBP JOINING
79325 nBox G3_FCC+ DATA 0x856b 42 Bytes LBP CHALLENGE EAPReqg(mes1)
— 7935 nBox G3_FCC+ DATA Oxefc8 82 Bytes LBP JOINING EAPRes(mes2)
298135 nBox G3_FCC+ DATA 0x0e90 42 Bytes LBP CHALLENGE EAPReq(mes1)
- 833.5 nBox G3_FCC+ DATA 0x3bb5 42 Bytes LBP CHALLENGE EAPReq(mes1)
—853uh nBox G3_FCC+ DATA Ox64da 42 Bytes LBP CHALLENGE EAPReq(mes1)
. 896.2 nBox G3_FCC+ DATA 0xb296 12 Bytes LBP JOINING
.. 896.3 nBox G3_FCC+ DATA 0x013a 42 Bytes LBP CHALLENGE EAPReq(mes1)
.. 896.4 nBox G3_FCC+ DATA 0x086a 82 Bytes LBP JOINING EAPRes(mes2)
- 916.3 nBox G3_FCC+ DATA 0x03f8 42 Bytes LBP CHALLENGE EAPReq(mes1)
.. 936.4 nBox G3_FCC+ DATA 0x36dd 42 Bytes LBP CHALLENGE EAPReq(mes1)
.. 956.4 nBox G3_FCC+ DATA 0x69b2 42 Bytes LBP ~ CHALLENGE EAPReqg(mes1)
.. 959.5 BROADCAST nBox G3_FCC 0x1d80 1 Bytes BCN REQ
-~ 964.1 COORDINATOR nBox G3_FCC Oxab8a 6 Bytes BCN PAN_C
Qisei sy s svws 20 1YPE : From LBD (@)
001 .... .... .... = Code : 1 JOINING
.... 0000 0000 0000 = Trans. ID : ok (9)
A_LBD : 095146fffe003199  (095146) : FFFE003199 = Compliant with G3-PLC
v  Embedded EAP Message s 2
0000 10.. = Code : Response (2) specification
0000 0000 = Identifier =0 = However’ number only
wans wees 0100 0110 = Length :'70 :
0010 1111 = Type . EAP-PSK (47) applicable to Japanese
0100 0000 = Flags : EAP-PSK second message (64) .
EAP-PSK RAND_S : 888d6feb@7b79f5ab6c007ca®35b1bbS market (nOt SOUth Afrlca)
EAP-PSK RAND_P : 7e3dcd082d0c0d4ad98c1b4170be8179
EAP-PSK MAC_P : 9efobb489592bb695fd6d4769f904162
EAP-PSK ID_P = 139
T Not EUI-64 format!
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